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Abstract of the contribution: We propose to add a key issue that highlights the life-cycle phases of a network slice instance to serve as an overview to help securing all phases. 
1. Introduction

SA5 is in the early stages of describing the management of network slices. In TR 28.801 a network slice instance is described to have 4 life-cycle phases. As network slices may be dynamic and have shorter life cycles we believe that it is important to look at the security aspects of network slice life cycle as early as possible in the nextgen work. 

There are security concerns for each of the phases that should be analysed and handled to avoid vulnerabilities that could be exploited in one or more of these phases. 
2. Proposal

The entire text below is new.
***********************Start of the first change************************

5.16.3.z
Key issue #16.z: Network slice life-cycle security

5.16.3.z.1
Key issue details

In TR 28.801 a network slice life-cycle is described to have thesephases:
· Preparation phase
· Instantiation, Configuration and Activation phase
· Run-time phase
· Decommissioning phase
Securing the life-cycle of a network slice should cover all phases to avoid ending up with vulnerabilities in any of the phases that can compromise the security of the network slice. A vulnerability can be introduced in one phase and be exploited in another phase (e.g a poorly designed network slice blueprint could have vulnerabilities that are exploited in the run-time phase).

Some security aspects of network slices are being handled by other key issues and solutions in this document. The purpose of this key issue is to act as an overview to make sure all security aspects of the network slice life-cycle phases are covered.  
· In the Preparation phase topics such as creation and verification of network slice blueprints are handled.  
· In the Instantiation, Configuration and Activation phase the network slice  is configured, instantiated and eventually activated
· In the Run-time phase the network slice is used, supervised, upgraded and reconfigured.
· During the decommissioning phase the network slice is deactivated. This includes removing dedicated resources and configurations. If there is information (e.g auditing information) that needs to saved, this happens during this phase. After this phase, the network slice is no longer in existence.  
5.16.3.z.2
Security threats 

A general comment regarding security threats is that if security aspects are not analysed on the entire life-cycle of a network slice, vulnerabilities may be overlooked or introduced in one phase and be exploited in other phases. 

· Preparation phase

· If an attacker (insider or outsider) is able to compromise a network slice blueprint a vulnerability (e.g inserting some kind of malware such as a Trojan or an Advanced Persistent Threat (APT)) can be introduced that can affect all network slices based on the blueprint.

· Lack of hardening (Hardening entails removing unnecessary functionality from for instance an OS, e.g removing unnecessary software and closing unnecessary ports) of network slice blueprints can introduce vulnerabilities (e.g if software that is considered untrusted such as telnet is not removed from an OS it can be used by an attacker to gain control of for instance a network element) that can affect all network slices based on the blueprint.

· Security design flaws in network slice blueprints can introduce vulnerabilities (e.g not establishing a password policy that requires strong passwords or two factor authentication) that can affect all network slices based on the blueprint.

· Failing to incorporate security patches (e.g using unpatched virtual machine templates) can result in vulnerabilities (an example from 2014 of this kind of vulnerability is “Heartbleed”) that can affect all network slices based on the blueprint.
· Instantiation, configuration and activation phase

·  APIs exposed to instantiate, configure and activate network slices could be compromised.

· Run-time phase

· A network slice in use may be attacked due to lack of security controls such as the ones described in security area #8.

· APIs exposed to tenants used for supervision and management could be compromised.

· Failing to incorporate security patches may over time degrade the security level if known vulnerabilities (a well-known source of information regarding reported vulnerabilities is CVE (Common Vulnerabilities and Exposures) in for instance hypervisors or virtual machines are left unpatched.

· Decommissioning phase

· If not all resources and configurations are removed when deactivating the network slice instance, attackers may be able to use the resources left behind to perform attacks.

· When deactivating the network slice there may be information (e.g auditing information) that needs to be saved for bookkeeping or for legal reasons. If this information is not handled in a secure way (e.g encrypting stored data) it may be used by an attacker to get valuable information about the network slice tenant and users.
Editor’s note: These security threats should not be considered as an exhaustive list. Further security threats are FFS.
5.16.3.z.3
Potential security requirements
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